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Abstract

Directional modulation (DM) can be regarded as a new
frontier in physical layer communication security. This new
technique uses an antenna array as a spatial encryption
system which partitions the surrounding space into regions
where the transmission is either perfectly intelligible or in-
tentionally obfuscated. Still, energy and spectral efficiency
of current DM systems as well as their cryptographic ro-
bustness lag behind the modern performance standards in
both cryptography and radio-communication. This contri-
bution and the related demonstration propose a generaliza-
tion of the DM concept which overcomes the limitations of
its initial formulation by making it both compatible with
state-of-art digital modulations and cryptographically se-
cure. A live, high bit-rate demonstration of a DM-enabled
ETSI DVB-T standard is presented in support of the pro-
posed approach.

1. Introduction and Motivations

The security of communications has been a hot topic in-
volving both civil and military applications since the very
early days of radio science. In more recent years physical
layer cryptography gained attention as an effective way of
providing information security by exploiting physical prop-
erties of propagation media. In such a context, recent stud-
ies (see [2—4,7]) have proved that an antenna array can op-
erate as a "spatial filter” able to encrypt the communication
and make the signal intelligible only within certain regions
of the space. As a consequence, the transmission is volun-
tarily disrupted in the remaining part of the space, where
the possible presence of eavesdroppers must be taken into
account.

This very attractive technique is commonly referred to in
literature as Directional Modulation (DM) [3,4,7] and holds
a huge potential for providing information confidentiality in

all communication scenarios where one or more of the fol-
lowing apply: (i) standard cryptography keys might have
been compromised, (i7) key distribution is difficult or no
key distribution infrastructure is available, and (4¢) limited
device computing power restrains the application of tradi-
tional cryptography methods.

Solutions proposed in literature are based on the use
of: (i) switched parasitic elements [2], (ii) switched ar-
ray [3,5], (iit) phased array [4,6], and (iv) dual-beam [7]
techniques. Nevertheless, the above approaches are not able
to provide a sufficiently secure transmission, due to the de-
cision zones still being quite evident in constellation plots
that are received even in undesired zones (see the discussion
in [9]). Also, application of all such techniques to mod-
ern, bandwidth efficient and highly error protected trans-
mission standards (e.g. ETSI Digital Video Broadcasting -
Terrestrial (DVB-T), [1] or other OFDM systems) can be
very complicated. This demonstration showcases the com-
munication and cryptography performances of a new DM
approach developed in [9] by presenting a fully functional,
DM-enabled COFDM transmitter.

2. Scientific and Technical Description

Fig. 1 shows the functional block scheme of the pre-
sented DM transmitter. The picture distinguishes two main
stages: (i) a traditional transmitter (baseband unit and
radio-frequency section) generating the signal of the cho-
sen radio standard, which we call the base modulation, and
(7i) a phased antenna array that operates as the spatial en-
cryption system by applying suitable dynamic phase shifts
according to the planned phase control strategy.

This effect is well shown by the coloured curves in
Fig. 2, each of which identifies the amplitude and phase re-
sponse of a single phase-set when applied on linear arrays of
different dimensions. Switching among all possible phase
sets, according to a given phase control strategy, applies a
multiplicative distortion process D(t) to the base modula-
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Figure 1. A DM transmitter, according to the
generalized approach.

tion signal s(t).

By observing the responses in Fig. 2, two regions can be
identified: (¢) one, within a certain angular interval of the
central anchor point, where the signal is affected by a prac-
tically negligible distortion, which is called the intelligible
zone, and (i7) the remainder of the space, where, depending
on the chosen phase control strategy, the multiplicative dis-
tortion can be made arbitrarily severe. The latter is called
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Figure 2. Phased array (with isotropic radiat-
ing elements) responses at 0 deg. of eleva-
tion as a function of the phase-sets.

the interdicted zone. By comparing the different plots in
Fig. 2, it is clear how a larger array dimension results in
finer geometrical control of the interdicted and intelligible
zones.

The main rationale behind this approach consists of us-
ing a typical antenna array as a radio spatial encryption de-
vice while partially giving up on its classic function as a
directive antenna.

With respect to typical DM systems, the use of an in-
dependent antenna array for spatial encryption of the trans-
mitted signal allows to decouple the complexity of signal
generation from that of antenna management. Such advan-
tage is, in turn, the ideal asset for achieving a finer control
of the space, a much more robust information security as
well as greater flexibility in choosing the base modulation.

3. Implementation and Use

A real-world, fully functional, DM-enabled COFDM
transmitter is presented within this demo which was imple-
mented by using [8] as the real-time software radio provid-
ing the base modulation signal s(t). The very simple 4 x 1
antenna array, shown in Fig. 3 along with its control elec-
tronics, is used to radiate the DM-enabled signal within the
demo area, see Fig. 4. A DVB-T transmission mode featur-
ing 2048 subcarriers, 1/4 guard interval, 16-QAM constel-
lation and 2/3 coding rate is used. Useful bit-rate during
the tests is set at 11.612 Mbps. Several transmitter config-
urations are presented using different phase-set ensembles
which set the intelligible zone at various angles between
—90° and 90°. The received signal is probed throughout the
demo area by means of a test receiver providing constella-
tion plots as well as BER measures at various points along

Figure 3. Prototype of DM-based phased ar-
ray. Radiating element stub (above), control
electronics (below).



Figure 4. Pictorial representation of the pro-
posed demonstration.

the demodulation chain. Demodulation is quasi-error-free,
as required by the DVB-T standard, within the intelligible
zones and impossible elsewhere. Signal quality parameters
as well as symbol constellations experienced by the test re-
ceiver within such two reception conditions are observed
and shown to the audience. An example of such parameters
is shown in Fig. 5, constellation plots are instead visible in
Fig. 6.

4. Conclusions and Future Developments

This presentation demonstrates the communication and
cryptographic capabilities achieved by a generalization of
the DM concept which is capable to overcome the main
limits that restrain previously conceived techniques. It thus
proves the compatibility of the proposed DM approach with
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Figure 5. Measured signal parameters as re-
ceived in intelligible zone (above) and inter-
dicted zone (below).
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Figure 6. Constellations received in intelligi-
ble zone (above) and interdicted zone (be-
low).

state-of-art radio transmission systems and confirms the
theoretical behaviour expected in [9].

Further developments of the proposed technology will
aim at both: (¢) increasing the technology readiness level
(TRL) of the current proof-of-concept prototype and (i7)
validating the robustness of this new technique to possible
high-complexity cryptanalytic attacks.
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